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This report describes progress to date in the development of the 
Intelligent Augmented Reality Model (iARM) system after 
6 months on contract. 

The objective of iARM is to develop an integrated digital 
system that could signifi cantly improve decision making of 
military personnel in complex contested environments via an 
integrated operating system (OS), a data services model, and 
a digitally enhanced head mounted display (HMD) – that work 
together in a seamless fashion which allows soldiers to perceive, 
comprehend – and most importantly project the best course of 
action for increased performance to achieve tactical objectives. 

Phase I has three main objective areas to address these goals: 
1. Exploration and Identifi cation
2. Analysis and Further Exploration
3. Problem space and broad concept sketches 

Phase 1 entails identifying the current context of the military’s increasing reliance on 
robotics and digital systems, current continuity gaps in data and knowledge transfer, 
and data-overload which can lead to loss of situational awareness (SA). Increasing 
context and collaborative decision making across time/space between the squad level 
(tactical), the brigade level (operational) and theatre level (strategic) systems is impor-
tant. This will lead to defi ning a problem space for iARM by articulating at a high-level 
a mobile, immersive, data-rich operating environment that can be leveraged in Phase II 
as the foundational information display for the digitally enabled, creating a more fl uid, 
integrated and harmonious environment between the user and the system. 

The ultimate goal of Phase I is to research the current state of military decision making 
and alternative new decision making processes, understand how complexity is handled 
in high activity situations in relation to natural behavior and problem solving, and ex-
plore connections between system components (human and machine) dependencies 
through specifi c technologies. These fi ndings will then provide the basis for the creation 
of rules and standards together with an IRB approved test plan ready to execute in 
Phase II.

iARM Abstract

” . . . in my judgement this country will never again 
permit the armed forces to be engaged in confl icts 
which infl ict the level of casualties we have seen 
historically. 

So what do you do? 

You move towards the unmanned type of 
military vehicle to carry out missions which are 
high risk in nature.” 

 Senator John Warner

(what is the role of boots on the ground?)
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Tanagram has previous experience in developing digital 
systems for the military through its prototyping of an advanced 
cockpit display for the F-35 fi ghter. This project helped 
Tanagram understand a segment of expert users (fi ghter pilots) 
in a high performance military culture.  Tanagram as a 
company is focused on using digital systems to cognitively 
assist people to think at a faster tempo and identifying work-
load assists to help people accomplish their job tasks more 
effi ciently with the goal of achieving some type of measurable 
performance improvement.

The current iARM Problem Statement rests upon an understanding of the current 
state of digital technology in warfare, the changing nature of combat, the changing 
role of the soldier, the growing importance of SA and previous attempts to enhance it, 
and fi nally how iARM fi ts into the concept of network-centric warfare. 

Digital Technology and Warfare
In exploring the current state of the United States military and their increasing reli-
ance on digital technology, Tanagram used the book “Wired for War: The Robotics 
Revolution and Confl ict in the 21st Century” by P. W. Singer which provided a multi-
dimensional view on the use of robotics in the military. While iARM is not a robotic 
solution, it does utilize many of the aspects of robotics such as the possible use of 
sensors, input, and output devices to increase SA. The use of robotics allows the pro-
jection of power while at the same time reducing many of the risks associated with 
military operations through loss of life. General David Deptula (USAF) stated recently 
that “One of the strengths of remote technology is that it allows you to project power 
without projecting vulnerability.”

“Robots prove attractive for roles that fi ll what people in the fi eld call the “three d’s” 
(dull, dirty and dangerous). Humans lose cognitive effectiveness after ten to twelve 
consecutive hours. Certain tasks take incredibly high levels of concentration. People 
need to pause between tasks to collect themselves to gear back up.” Tanagram 
believes that while the US Military will use unmanned systems to collect needed 
intelligence before a confl ict and to secure at a sky level dominance of a contested 
territory, the role of the soldier will become more specifi c to clear, secure, and hold by 
using integrated technologies to extend human performance through increased SA. 

The Changing Nature of Combat
In symmetrical confl icts between trained militaries, the culture of confl ict was a 
shared set of values around the art of war. It was a question of who knew where 
the enemy was, what their intent was and where your forces were to counter these 
intentions.  In contemporary asymmetrical confl icts offi cial armies and a number of 
military proxies such as militias, paramilitary, and small terrorist cells coalesce in the 
same theatre. The instability of intent with more than two players using Intelligence, 
Surveillance and Reconnaissance (ISR) leads to unparalleled awareness of opera-

Background

“Industry can tell you it’s a great piece of equipment, 
but until I give it to one of my privates, one of my 
NCOs, or one of my LTs and let them take it out and 
beat it up and use it the way it’s supposed to be 
used, I don’t really know that the equipment will do 
what it’s meant to do.” 

 An Army NCO

Source : Amanpour, 11.29.09

Source : Wired for War, p. 60
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Background (continued)Background (continued)
graphics and annotations that aligned with real objects in the user’s fi eld of view. 
Another goal was that multiple units shared a common database, where individuals 
could choose to join a given channel to access its graphic data. iARM, over ten years 
after BARS ,builds on BARS efforts, but is not limited just to urban confl icts.

The Goal: Improved SA
SA is “the perception of the elements in the environment within a volume of time and 
space, the comprehension of their meaning and the projection of their status in the 
near future” (Endsley, 1996). This is linked with Endsley’s concept of the Situational 
Awareness Global Assessment Technique (SAGAT) projecting what is likely to happen 
in order to inform effective decision processes.

Key SA Attributes 
– global overview at all times with ability to get into detail at any time 
– use of standardized interfaces for access and sharing 
– data organized to attain goal 
– make it easy to transition between goals

Many of the current deployed systems the military is using emphasize technology 
and the unnatural adapting that soldiers need to do to use these systems. These sys-
tems do not support real-time SA, create overwork, information overload and missing 
information that jeopardizes successful outcomes. In addition, ineffective teamwork, 
poor judgment, and lack of coordination can lead to inconsistent and dangerous 
behavior by teams that lack shared SA.

Problems with current digital systems were highlighted in “The State of the Art 
and the State of the Practice : Improving Platoon Leader Situation Awareness with 
Unmanned Sensor Technology” (Bowman, Kirin, 2006) where there had to be a “Ro-
botics NCO” to operate the deployed technology and due to network problems and 
unintuitive interfaces caused cognitive tunneling and it was diffi cult for the platoon 
to switch between tasks in a coherent and coordinated fashion. The report ended by 
stating ” while unmanned assets clearly provide benefi ts to the tactical force, the use 
of these systems extracts a cost to units in the form of additional physical and cogni-
tive demands.”

Key to the value of iARM is to do two things simultaneously: to provide a single sol-
dier a conduit to shared memories and content to help achieve better SA and for that 
solider to add additional contextual information back to the GIG for other individuals 
and the higher chain of command to use this exchange for a more relevant COP. This 
can provide a single identical display of relevant (operational) information (e.g. posi-
tion of own troops and enemy troops, position and status of important infrastructure 
such as bridges, roads, etc.) shared by more than one command. A COP facilitates 
collaborative planning and assists all echelons to achieve SA. 

tional environment, increased precision and lethality, and enhanced survivability 
becomes daunting.

Battlefi elds become fractured zones of contested territories where these players are 
interacting with one another and the level of confusion, noise and ambiguity get in 
the way of reaching tactical objectives. SA becomes challenging as perception of a 
current situation is unstable, which leads to degraded comprehension and an inabil-
ity of a soldier or the supporting operational personnel to project proper outcomes, 
reduce risk and increase the ability to achieve a particular objective. The emergence 
of the Future Force Integration Directorate (FFID) is a prime example of reducing 
the traditional silos between the armed forces and defi ning ways intelligence can be 
shared from an operational to a tactical level through integrated technologies.

The Changing Role of the Soldier
This raises the question of what is a soldier? Historically, soldiers projected power by 
probing, engaging and securing territory. With the increased reliance of many tech-
nologies, the role of the soldier has become much more selective and lethal. With the 
integration of miniaturized digital technologies on a single soldier coupled with infor-
mation platforms that send and receive at shorter intervals, the historical segmenta-
tion dividing human and technological systems is becoming harder to delineate. The 
integration of passive (receive information) and active robotic sensors (send some 
form of information) are now working together to sense, recognize, categorize and 
understand objects, their meaning and the context of the environment.

The intersection of technologies within the military and the role of the soldier is at the 
heart of iARM. The United States Army Field Manual states that the Army “ . . . con-
tinually revises its doctrine to account for changes, incorporating new technologies 
and lessons from operations. It improves education and training processes to provide 
soldiers with the most challenging and realistic experience possible. It aims to impart 
to soldiers and units the individual and collective skills, knowledge and attributes 
required to accomplish their missions.” iARM is about soldiers accomplishing 
their missions by integrating SIGINT, IMINT, HUMINT, tactical and operational 
data into a concise common operational picture (COP) that supports mission 
accomplishment.

Building on Previous AR Studies
Tanagram, during its review of existing data had come across two important military 
research activities that have relevance to iARM. The fi rst is the development of “An 
Augmented Reality System for Military Operations in Urban Terrain  (Livingston, et. 
al. 2002). BARS focused on developing a digital system to help address the increas-
ing emphasis on Military Operations In Urban Terrain (MOUT). 

There are similarities to BARS and iARM in the anatomy of the system : 
- wearable computer
- wireless network system
- head mounted display
BARS tracked the position and orientation of the user’s head and superimposed 

Source : Wired for War, p. 90

Source : Wikipedia
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Intelligence Amplifi cation (IA) which he describes as developing better interfaces that 
allow computer and network access through local area networks to connect human 
teams that really work (groupware) as a combination organism.

This leads to two strategic questions beyond the scope of this proposal:

What will be the decision-making process in the military when the integration of 
robotic and human systems are integrating human (HUMINT), signal (SIGINT) and 
image (IMINT) at a faster and faster rate? 

With the call for greater effi ciency within the Pentagon and the armed services to 
integrate intelligence functions, how can the global information grid be maximized 
to connect tactical, operational and strategic intelligence that fl ows from the current 
Military Decision Making Process (MDMP) to the more contextually rapid Recognition 
Primed Decision Making (RPD) process? 

The Problem
Battlefi eld decision making cannot take advantage of several relevant information 
sources and current technologies do not provide a solution.

• Currently, military personnel rely on their senses, gut instinct, personal experience, 
radio and other voice communications to aid decision making in hostile environ-
ments. They have uneven access to historical context, collective memory, or collec-
tive perspectives that are immediate and contextually relevant.

• Current technology platforms cause more complexity, work, distraction, and risk 
for military personnel in their daily assignments in contested cultures all-the-while 
providing little relevant data/value and not supporting improved SA and better deci-
sion making.

iARM would address  three challenges to better information fl ow.

• Slow serial inaccessibility and inaccurate primary memories and perspectives from 
a collective standpoint leading to stress and poor decision-making.

• Data delivery of information assets that do not help SA and instead obscure/delay 
key environmental data leading to possible risk of harm.

• Systems that don’t learn over time resulting in slower and less accurate decision 
making than those that do.

The objective of our proposal with iARM is to identify and explore areas of high activ-
ity that require human –machine collaboration and develop a new interaction method 
that can aid decision-making while reducing reaction time in complex environments, 
enhancing the user’s model of the world. The aim of this new interaction metaphor is 
to provide rich information in order to facilitate informed decision making and reduce 
response time while overcoming obstacles currently found in human-machine sys-
tems employing Virtual Reality (VR) interactions as display methods in complex high 
activity environments.

iARM and Network-Centric Warfare
“In network-centric warfare, computers integrate information, acquired from multiple 
sources, to increase SA of the three-dimensional battle space and create a picture 
that provides critical and relevant information to all levels of command and control, 
to include the individual warfi ghter. Networking occurs through hubs, with informa-
tion communicated across command posts, vehicles, head/helmet mounted dis-
plays, and hand-held computers of individual soldiers. Improved SA yields increased 
fl exibility of mission accomplishment. However, advances in network-centric warfare 
with improved SA have also created more challenging and stressful conditions for 
the warfi ghter (increased operational tempo, greater cognitive workload, and more 
complex training scenarios).

As the US Armed forces move towards a network centric warfare model of semi-
autonomous nodes (for example at the squad level, there could be possibly over 500 
squads in a Brigade) two things that will inevitably change will be the current MDMP 
command decision making model and that squads will need to naturally work in 
both synchronous and asynchronous modes.

“The only way that each level can be made to work in an interactive way across and 
between the levels is to encourage Delegated Autonomous Command—disaggre-
gating command across the different levels and encouraging effi cient asynchronous 
working from which patterns of synchronicity may emerge. And the good command-
er, as always, needs to then recognize these patterns.” 

A model should be developed to address the challenges identifi ed by Russo.  One 
model that should be reviewed is the cognitive continuum of task traits (CCT) that 
connects rational and intuitive models (referred to as “poles”) that address: complex-
ity of task structure, ambiguity of task content, and form of task presentation which 
creates a task continuum.  CCT looks for the degree of congruence between task 
properties and information processing strategies. 

iARM also leverages the US military’s key competitive advantage, the integration 
and deployment of cutting edge digital systems into theatres of confl ict. Elliot Cohen, 
director of the strategic studies program at John Hopkins, believes that the use of 
robotic fi ghting “systems plays to our strength. The thing that scares people is our 
technology”. (Singer) iARM dovetails the benefi ts of high bandwith technology with 
human performance which is a shift away from pure robotic systems and possible 
problems that they cause. Former Undersecretary of Defense Larry Korb warned 
about over reliance on robotic systems “If the U.S. doesn’t handle robotics right, it 
will undermine [our] moral standing, and the U.S. can’t be a global leader without 
such standing.” 

iARM embraces many of the attributes of artifi cial intelligence (AI) and the ever 
present goal of singularity. While there are many issues that must be solved to reach 
an integration of the human/computer dyad in such a way that both are intertwined 
as one system as a type of superhumanity, there are already emerging aspects that 
can be taken advantage now. In “The Coming Technological Singularity: How to 
Survive in the Post-Human Era” by Vernor Vinge he discusses a bridge to AI through 

Background (continued)Background (continued)

Source : Russo, 2005

Source : Moffat & Atkinson, 2002

Source : Chun Wei Choo

Source : Wired for War, Chapter 15

Tanagram_Final_iARM_Report_2.indd   10-11Tanagram_Final_iARM_Report_2.indd   10-11 2/26/10   5:31:10 PM2/26/10   5:31:10 PM



© 2010, Tanagram Partners or referenced sources.

squad brigade theatre command

tactical

operational

strategic

data network (global information grid)

strategic

data network (global information grid)

Humint
Sigint

Imint

iARM in relation to 
people, organization 
and systems

Tanagram Partners
125 North Halsted, Suite 400
Chicago IL 60661
www.tanagram.comwe create digital experiences that matter

Tanagram_Final_iARM_Report_2.indd   12-13Tanagram_Final_iARM_Report_2.indd   12-13 2/26/10   5:31:10 PM2/26/10   5:31:10 PM



©2009. Tanagram Partners. All Rights Reserved.

Tanagram Partners
125 North Halsted, Suite 400
Chicago IL 60661
www.tanagram.com

iARM
Military Decision Making

Military Decision Making Process (MDMP)
Chain of command where higher echelons make broad decisions and each echelon 
below further refines the orders to address their part of the overall objective. The US 
Army simplifies SA as a COMMANDER’s mental model FIRST through the Tactical 
Operations Center (TOC). US Army Field Command Manual (FM) 101-5

Receipt of Mission

Mission Analysis

COA Development

COA Analysis

COA Comparison

COA Approval

Orders Production

Process

Static Knowledge
– rules
– analytical procedures
– general systems knowledge
– overcompliance with 
   doctrinal templates
– Multi Attribute Utility Analysis

Missions = tasks 
– requirements 
– prioritization 
– sequences
= Operations Order 
   (OPORD)

Area of Operations (AO) 
– what did I see or hear? 
– so what does it mean for 

the mission? 
– now what might happen 

next?

Course of Action (COA)

Problems:

decision analytical 
rationale called multi-
attribute utility analysis

intended as a planning 
tool for the primary staff 
of battalion sized units 
and larger. 

too time consuming in 
reaching its conclusions 

Orders Production (OPORD)

After Action Review (AAR)

Have to generate at 
least 3 COAs. 

Studies showed that 
the first COA 
proposed was the 
one actually used in 
over 90% of the 
cases.

good war fighters use 
low workload periods 
to anticipate and plan 
for contigencies

This process is antithetical to Situational Awareness. Time pressure degrades MDMP

1. Identify the Mission 
(Conceptualize the Course of 
Action - COA)

2.Test & Operationalize the 
COA

3. Wargame the COA (For 
executors as well as planners)

4. Develop Orders 
(Operations Orders)

Recognition Primed Decision Making (RPD) 
Focuses on how people make quick, effective decisions when faced with complex 
situations. Commander driven + staff which together generate a possible course of 
action, compare it to the constraints imposed by the situation, and select the first 
course of action that is not rejected. 

Result : 20%-30% increase in tempo and more natural to do. Time pressure not issue.

Tasking from HHQ Identify Mission Test & Operationalize COA

Wargame COA Develop Orders (OPORD) Disseminate, Execute, 
ImproviseOnce a COA satisfies the wargame, it 

becomes the plan and no need to 
compare with other options.

Premortem

Commanders and staff identify their 
preferred COA

If more than one COA, imagine 
consequences of each

May lead to an OPORD right away

Familliar : Go to COA

Unfamilliar : do mission analysis first

Most requested tools were 
those that helped partici-
pants visualize the bat-
tlespace. Rapid sketch and 
dissemination of COA is key 
and hand drawn sketches 
were preferered over using 
computers.

Personal Knolwedge
– experience
– improvisation
– uncover expertise

Uncover flaws of intution. This is 
used throughout the cycle. 
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Situational Awareness

Experienced people will generally be able to 
come up with quicker decision because the 
situation may match a prototypical situation 
they have encountered before.

Events

O
bj

ec
ts

Environment

Sy
st

em
s People

Lo
ca

ti
on

s

C
onditions

ActionsModes

Past
Experience & Existing Knowledge

Present
New Information

TimeS
pace

Novices must cycle through different possibilities, 
and tend to use the first course of action that they 
believe will work. The inexperienced also have the 
tendencies of using trial and error through their 
imagination.

Assumptions
Sensemaking

Future
Objectives & Vision

Expectations
Situational Awareness

Perception (level 1) Comprehension (level 2) Projection (level 3) 

Short Term
Tactical

Long Term
Strategic

Mental Model

The perception of the elements in the environment within a volume of time and space, the comprehension of their meaning and the projection of their status in the near future

Team vs. Individual SA
"a distinguishable set of 
two or more people who 
interact dynamically, 
interdependently and 
adaptively toward a 
common and valued 
goal/objective/ mission, 
who have each been 
assigned specific roles or 
functions to perform, and 
who have a limited life 
span of membership."

Shared situation aware-
ness can be defined as 
"the degree to which team 
members possess the 
same SA on shared SA 
requirements."

1. Team SA Requirements
2. Team SA Devices
3. Team SA Mechanisms
4. Team SA Processes

Groups concerned with 
certain threats may 
attempt to influence the 
interpretation of risk in 
support of their beliefs, 
values and interests.  Detection to signal is not simply a function of 

the signal-to-noise ratio but the expectations of 
the observer and the cost/benefits associated 
with recognizing the signal
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iARM
Decision Making

Decision Making
A cognitive process that weighs several alternatives leading to a final choice which  
leads to action. The challenge to decision making is to reconcile:
What the decision maker wants : utility
What the decision maker believes : expectations

The “Situation”

Retieval of remembered 
cases

Mental Model

Intake Filtering Weighting Judging

How people go “wrong”

Biases can creep into our decision 
making processes

Selective search for evidence

Tend to accept the first alternative that 
works

Unwillingness to change

Screen-out information that we do not 
think is important

Wishful thinking

Distort our memories

Place more attention on more recent 
information

Willingness to believe what we have 
been told most often

Initial information that shapes our view 
of subsequent information

Peer pressure to conform

Source credibility bias

Underestimate future uncertainty

thinking & feeling

extroversion & introversion

judgment & perception

sensing & intuition

production of too much 
information, pace of 
information, structure of 
information and delayed 
information.

incorrect picture

bad pre-processing takes 
away from decision 
making.

task interruptions

juggling multiple goals

prioritization of goals and 
tasks is key to determining 
how the person will direct 
their attention and interpret 
information perceived

people tend to focus on the 
interruption and cannot 
prioritize

user believes 
information is 
unreliable

doubt

production of too much 
information, pace of 
information, structure of 
information and delayed 
information.

incorrect picture

bad pre-processing takes 
away from decision 
making.

“Optimal Choices”

Preferences are behavioral 
expressions of choosing

alternative courses of 
action (options)

uncertain events triggered 
by alternatives (propensity)

outcomes and conse-
quences of uncertain 
events (good/bad)

Anticipate possible conse-
quences by constructing 
scenarios or decision trees 
as extensions of their 
mental situation model

Past
Experiences
Biases

Future
Utility =
Expectations + Outcomes

Present
Non Stationery Environment

Adaptive Flexibility vs. Precise Estimation

Judge what we want

Think about ways to get it

A Narrative Schema

Desired Outcome

Explicit and Implicit

Problem SpaceBecause the memory retrieval 
system is variable, attitudes 
will be labile.

Boundary Conditions

Multiple determinants

Anticipation of desired 
outcome

Outcomes

Publicly describable 
situations that occur at the 
end of each path in the 
decision tree

Consequences

Subjective evaluative 
reactions (good-bad) 
associated with each 
outcome

biases

mental model is not 
aligned to situation
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iARM
Current Military Infrastructure and Organization for Field 
Operations

Squad Level 
9 to 10 soldiers
Ground Soldier 
Ensemble (GSE)

Brigade Level - 3,000 to 5,000 solders
Early Infantry Brigade Combat Team (E-IBCT)

Brigade Combat Teams (BCT)

Future Force Integration Directorate (FFID)

Common Operational Picture (COP)
Intelligence, Surveillence, Reconnissance (ISR)

System of Systems Common Operating Environment (SOSCOE)

Satellite
MUOS - Mobile User Objective System
UHF SATCOM
GIG - Global Information Grid

Atmosphere
JAN-TE - Joint Airborne Networking - Tactical Edge

Ground
Network Enterprise Domain (NED)
WNW - Wideband Networking Waveform Network Group
NIK - Network Information Kit
SRW - Soldier Radio Waveform
Airborne/Maritime Fixed Station (AMF)
Ground Mobile Radios (GMR)
Consolidated Single Channel Handheld Radios (CSCHR)
Multifunctional Inforamtion Distribution System (MIDS)
HandheldManpack and Small Form Fit (HMS) Battalion – 300 to 1,000 soldiers

Company – 62 to 190 soldiers
Platoon – 16 to 44 soldiers

Collection Co-ordination and Intelligence Requirement Management (CCIRM)
US Army Intelligence and Security Command (INSCOM)
Office of Naval Intelligence (ONI)

Other Agencies
US Army Intelligence Center and School (USAICS)
Army Capabilities Integration Center (ACIC)
United States Army Training & Directorate Command (TRADOC)
Joint Program Executive Office (JPEO)
Military Operations In Urban Terrain (MOUT)
Concepts Division of the Marine Corps Combat Development Command (MCCDC)
Land Warrior Program
US Army Simulation, Training, and Instrumentation Command (STRICOM)

Strategic intelligence
Strategic intelligence is concerned 
with broad issues such as econom-
ics, political assessments, military 
capabilities and intentions of 
foreign nations (and, increasingly, 
non-state actors).

Operational intelligence
Operational intelligence is focused 
on support to an expeditionary 
force commander and will be 
attached to the formation Head-
quarters.

Tactical intelligence
Tactical intelligence is focused on support 
to operations at the tactical level, and would 
be attached to the Battlegroup. At the 
tactical level briefings are delivered to 
patrols on current threats and collection 
priorities, these patrols are then debriefed 
to elicit information for analysis and 
communication through the reporting 
chain.

HUMINT - Human Intelligence as primary 
experience

SIGINT - Signal Intelligence such as radio, 
broadcast, ELINT is a sub-category of at the 
electromagnetic level

IMINT - Image Intelligence



Tanagram Partners
125 North Halsted, Suite 400
Chicago IL 60661
www.tanagram.comwe create digital experiences that matter

 iA
R

M
, a

n 
In

te
lli

ge
nt

 A
ug

m
en

te
d 

R
ea

lit
y 

M
od

el
 F

in
al

 P
ha

se
 1

 R
ep

or
t  

|  
02

.2
6.

10
  |

  p
ag

e 
 1

4

© 2010, Tanagram Partners or referenced sources.

Tanagram Partners
125 North Halsted, Suite 400
Chicago IL 60661
www.tanagram.comwe create digital experiences that matter

 iA
R

M
, a

n 
In

te
lli

ge
nt

 A
ug

m
en

te
d 

R
ea

lit
y 

M
od

el
 F

in
al

 P
ha

se
 1

 R
ep

or
t  

|  
02

.2
6.

10
  p

ag
e 

 1
5

© 2010, Tanagram Partners or referenced sources.

Methods (continued)
4. Interaction Methods
A way for the user to point. Pointing and drawing by hand have been shown to be 
susceptible to error. BARS addressed this through the use of algorithms.

Livingston went on to specify ten observations important to the development of a 
successful digital system wich Tanagram will address:

1.  There are no mature models for communication in urban environments.

2.  No models coherently integrate the effects of terrain, weather, oceans and space 
for joint urban operations.

3.  Units need to be able to communicate within the unit and with adjacent units.

4.  Tracking of individual friendly forces in urban terrain is important.

5.  User customization of common operating picture (COP) helps.

6.  Information retrieval should be automated according to individual’s priorities and 
roles.

7.  Small units need to feed corrections and changes to maps and database.

8.  There is a need for 3-D information within buildings and underground.

9.  Information should be stamped with time of collection.

10.  Displacement help needed by user to fi nd objects of interest within visual clutter

Methods
A. Literature Review
A review of literature is underway with a focus on two key areas, Cognitive and Hap-
tics. The Cognitive review is covering SA & Decision Making together with Managing 
Complexity in Environments from perspective of the soldier. The Haptic review of lit-
erature is addressing Object Recognition and Display Methods to aggregate technol-
ogy research of emerging and existing display, mapping and sensor technology. The 
Haptic is also covering Naturalistic Interactions Through Motion and Non-motion.

B. Field Observation (deferred)
Tanagram is always focused on challenges a specifi c user group faces to under-
stand their context and then provide ways to improve their situation. Tanagram has 
proposed in its initial SBIR that it wanted access to an army platoon or squad level to 
understand how they prepare for a mission, what they bring on a mission in terms of 
communications and equipment, how they communicate and improvise on a 
mission to achieve greater SA and then how they debrief from a mission.

This step had been proposed to better understand the real-world within specifi c 
domains (regular Army squad level) and to validate iARM premises against existing 
fi eld realities in terms of SA. Unfortunately Tanagram has been unable to secure this 
opportunity as a Phase 1 activity. Field Observation will be a critical activity and is 
proposed for Phase II.

C. Creating a Contextual Model to defi ne the emerging problem space
Now that Tanagram has done a lot of secondary research, we are shifting focus 
to developing specifi c contextual models and defi ning specifi c aspects of iARM. 
Key will be defi ning how the data network behaves, how data is displayed and how 
information is modifi ed/annotated and how individual/squad and squad to squad 
dynamics would work with iARM to increase SA.

D. Development of more detailed iARM model
For the success of iARM as an essential fi eld system for squads Tanagram will ad-
dress four key issues that were identifi ed with the BARS system through ‘Mobile & 
Augmented Reality: Applications & Human Factors Evaluations’ (Livingston 2006):

1. Information Filter
System must be able to isolate items of interest to the individual from the database of 
all that could be graphically superimposed.

2. Representation of Depth
For example, identifying a building behind a building. ‘X-ray vision’ effects attempted 
by BARS were shown to be unnatural, not intuitive enough for operational use. A 
graphic solution is needed.

3. Collaboration Mechanism
System must create a common set of information so one user can see others’ posi-
tions and current paths in real time. (BARS used a system organized by channels.)

Tanagram_Final_iARM_Report_2.indd   14-15Tanagram_Final_iARM_Report_2.indd   14-15 2/26/10   5:31:12 PM2/26/10   5:31:12 PM
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In exploring the issue of managing complexity in environments, 
the literature review isolated factors contributing to complex-
ity within military operations today and in the future, individual 
coping strategies, the potential of technology to aid in control-
ling complexity, and a combat complexity model that could aid 
in the development of information and display technologies.

• Eight factors defi ne environmental complexity – urban setting, mix of friendly/en-
emy, civilians, activities, buildings, vehicles and devices, alien culture, activity on 
multiple levels (air, ground, above ground, underground.

• Three brain management techniques are used to control complexities: focus, 
hyper-focus and tunneling. 

• In the integrated Army of the future, Soldiers will be required to complete sev-
eral tasks at a time and will have to effectively shift among these tasks. Shifting 
between competing tasks appears to depend on four factors related to the task or 
task environment: 
– Task complexity or the compelling nature of the task
– Cognitive tunneling (becoming consumed in the task)
– Task importance
– Physical salience of task properties or task stimuli

• Complexity can be managed. Computers can help by recognizing and labeling 
elements with simple icons, identifying threat trajectories and identifying escape 
plans.

• Compensation can reduce stress levels through reducing the stress of second 
guessing by clearly identifying key players and elements, reducing the time-crunch 
of decision making by reducing complexity through simple visual identifi cation.

• Signifi cant dimensions of combat can be reduced to six variables that promise to 
reduce the ‘confusion of combat’. They are summarized by the acronym METT-TC: 
mission, enemy, troops, terrain (and weather), time and civilian consideration and 
show potential as a foundation for information and display development. 

Tanagram has reviewed many secondary resources for iARM 
including books, magazines, DARPA abstracts and project 
result reports, online pdf fi les from research in decision mak-
ing/complexity/optics, websites, etc. Below is a cross section of 
bubbled up points from a much larger research set.

A review of literature on SA and decision making supported the 
iARM premise that good SA is critical for quality decision mak-
ing and the lack of it negatively affects decisions, especially in 
high stress situations.

• SA is “the perception of the elements in the environment within a volume of time 
and space, the comprehension of their meaning and the projection of their status 
in the near future.” (Endsley, 1988)

• Key SA attributes include:
– Global overview at all times with the ability to get in detail at any time
– Use of standardized interfaces for access and sharing
– Data organized to attain goals
– Easy transition between goals

• When people are required to make critical choices, especially at a fast pace, the 
vast majority of errors that occur are a direct result of failures in SA.

• “Cues to a threat are usually shrouded in a cloud of events generated by chance. 
Warning signals become clear in hindsight as signals are diffi cult to discern from 
random noise in the process of collection.” Chun  Wei Choo

• Building and maintaining an accurate picture is diffi cult for new Infantry Platoon 
leaders due to the fl uidity of both combat and peacekeeping operations, the lack 
of complete information and the presence of false or misleading information. The 
most frequent problems associated with poor SA in this group include not gather-
ing needed information, problems perceiving key information in the situation and 
failure to communicate. 

• One of the most important factors underlying the development of good SA is the 
presence of mental models and schemata of prototypical situations. They provide a 
crucial mental construct directing how to allocate attention and highlighting critical 
issues and allow for rapid development of a high level of SA in demanding combat 
operations.

• Commanders are bombarded with information and must attempt to form a mental 
model of the situation to use as a basis for decisions. The limits of working memory 
preclude decision makers from considering much of the information available. 

Literature Results (continued)Literature Results

Endsley, Bolstad, Jones, Riley, 2003

Strater, Jones, Endsley, 2003

Strater, Jones, Endsley, 2003

Holmquist, Barnett, 2001

Iani & Wickens, 2004

Cook 2000
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Work on Naturalistic Interactions Through Motion and Non-Mo-
tion is underway, with results to be reported in the end report 
for Phase 1.

The rate of progress in technological development is also being 
matched the speed by which technology is becoming simpler, 
less expensive and a more pervasive part of daily military life. 
With information becoming more accessible and communica-
tion quicker, the resulting state was forseen and described by 
Vernor Vinge as Intelligence Amplifi cation (Vinge 1993). 
Intelligence Amplifi cation will have an effect on the military. 

• Intelligence Amplifi cation is becoming a reality based on the increasing speed of 
chips and the decreasing cost of storage. This will lead to better interfaces result-
ing in the reality of better integration of technology into human tasks.

•  In a military context this means that the individual soldier, squad, TOC and GIG 
will become increasingly integrated in sending and receiving as well as in the just 
in time use of information

Within this context of change, the literature review confi rmed 
that iARM’s objective of increasing the quality of SA in fi eld 
situations is both in keeping with goals established in the US 
Army Field Manual and consistent with the evolving model of 
network-centric warfare.

• A vast portion of the Warfi ghter’s job is involved in developing situational aware-
ness and keeping it up to date in a rapidly changing environment. All information 
that supports SA must be integrated into a concise picture that supports mission 
accomplishment.

• First and foremost, the Army is Soldiers. No matter how much the tools of warfare 
improve, it is Soldiers that use them to accomplish their mission. 

• The Army continually revises its doctrines to account for changes, incorporating 
new technologies and lessons from operations. It improves education and training 
processes to provide Soldiers with the most challenging and realistic experience 
available. 

• The Army aims to impart to Soldiers and units the individual and collective skills, 
knowledge and attributes required to accomplish their missions. 

 

The literature supports AR’s potential to enhance SA, and 
also identifi es performance problems in the fi eld that must be 
addressed. While the literature identifi es on-going progress in 
display methods and optics, the literature cannot keep up with 
the rate of technological advancement in this area.
 

• Multiple POVs have been shown to affect recognition. “Observers recognition and 
orientation judgments were improved by combining information from two or more 
sensors into a single display image.”

• Bowman & Kirin’s 2006 unmanned sensor technology experiment at Ft Dix dem-
onstrated platoon leader SA was higher when using unmanned sensor technology 
than when relying on human intelligence alone. However, it also showed an un-
even performance of the sensor technology, obstructions caused by dense foliage 
and an inability of leaders to develop effective tactics, techniques and procedures 
(TTP) for consistent monitoring and coordinating sensor data.

• Bimber and Raskar (2006) provide the most recent literature regarding head 
mounted display systems. They highlight advances being made in retinal display 
where high quality image resolution and fi eld of view are balanced by color, focal 
length and stereoscopic limitations. Their study documents head-mounted display 
(HMD) progress in video mixing and optical combiners using LCD displays, but 
also problems in resolution, fi eld of view and accuracy of graphic overlays. Head-
mounted projectors (HMPDs) were seen to provide larger fi elds of view, greater im-
age inconsistency and much less distortion than found in HMDs but with problems 
relating to image size and resolution.

 Advancement is occurring quickly commercially in display technologies. LG 
recently unveiled an OLED technology requiring low power while providing high 
resolution, together with light emission which could present problems in the 
fi eld. Transparent LCD technology is appearing in a host of consumer products, 
providing high resolution while controlling light emission. In contact lenses, vision 
enhancement technology has been making strides through selective wavelength 
fi ltering (e.g. the NIKE MaxSight). This area shows a strong opportunity to integrate 
well with OLDE, LCD and projection technologies.

 Display and contact lens technologies have come together in recent work at the 
University of Washington where LED circuitry has been embedded in contact 
lenses with the goal of providing a seamless overlay of graphics on the real world. 
Prototypes of these LED-embedded contact lenses will presented this month at the 
Biomedical Circuits and Systems Conference (BioCas2009) in Beijing.

 Comparative work needs to occur to determine how these technologies might 
compare to those used in the Multispectral Adaptive Networked Tactical Imag-
ing System (MANTIS), introduced in 2006 as a part of the Future Force Warrior.  
MANTIS is comprised of a low power processor in a helmet, 3 sensors, a digital 
camera, video see through HMD, image fusion software, inertial navigation, a 
global positioning system receiver and network capabilities. Providing instant im-
age display on the visor, MANTIS has been designed to allow squad members to 
share fi eld perspective within a 10 mile radius. Images could also be sent up the 
chain of command and stored in a database for future reference.

Literature Results (continued)Literature Results (continued)

Krebs, Sinai 2002

New Scientist, 10.12.09

Bowman & Kirin, 2006

US Army Field Manual

US Army Field Manual

US Army Field Manual
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• Moffat and Atkinson (2002) describe the movement towards a network centric 
warfare organizational structure that is fl at, quick and information based, in 
contrast to the hierarchal, slow moving, command and control based model that 
has defi ned 20th century’s management systems. Flat, quick and information 
based also describes the iARM model, in which information rising up from the 
tactical level can inform the strategic level. This adaptive process at the heart of 
iARM is consistent with the recognition-based decision (RPD) model which is 
becoming the new method for the military decision making process.

Literature Results (continued)
“Sharing of information across a network increases 
group shared awareness through the build up of 
correlations—in other words, increased understand-
ing of how one thing relates to another. This 
corresponds to the common sense notion of an 
increase in understanding.”

Simon Moffat & James Atkinson
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iARM Vision iARM’s primary vision is to improve decision making through 
increased situational awareness and reduced cognitive load 
during times of duress.

Military personnel perform in complex contested environments, 
where the stress of decision making (DM) under fatigue or 
duress is common, which can increase risk to soldiers and non-
combatants in asymmetrical combat. There is a large body of 
literature which supports the promise that good SA is critical for 
quality DM and the lack of it negatively affects decisions, espe-
cially in high stress situations. 

iARM can increase SA by doing three things simultaneously: 
• by providing the individual soldier with access to relevant historical data and the 

awareness of others to achieve a better individual SA ,
• by sharing contextual information within the immediate group/squad to create 

Group SA, and
• by contributing to the global information grid more effectively by moving 

information from tactical squad level to operational levels further up the chain 
of command.

iARM’s application of digital technology will integrate tactical and operational data 
into a concise common operating picture (COP) that supports and enhances mis-
sion accomplishment. While iARM helps the individual soldier, its real strength is in 
building Group SA from the squad level all the way to the TOC. The iARM vision is to 
radiate and enhance SA outward, from individual to squad, then squad to squad, to 
platoon leader, to battalion commander and outward to the TOC at the brigade level.

By bridging intelligence fl ow from the tactical squad level all the way to the opera-
tional intelligence level at the TOC, iARM creates a better communication ecosystem. 
It also shortens the time traditionally required to get all the facts required for a deci-
sion, providing a more synchronous relationship between data and decision making. 
Through both aspects, iARM supports the Pentagon objective of moving from the 
Military Decision Making Process (MDMP) model to the quicker, fl atter Recognition 
Primed Decision (RPD) model of decision making.

iARM’s reason for being is to reduce risk to soldiers and non-combatants through 
better decision making  and to contribute to the creation of a high functioning, high 
performance force that uses less resources while maximizing the effect of each 
soldier.
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iARM (Intelligent Augmented Reality Model) is an integrated, digitally-enhanced 
HMD which :

• Augments perception by superimposing naturalistic, nonintrusive informatics  on 
the visual environment, providing rich data in context 

• Creates  a common view of the world through the updating and immediate sharing 
of this visual information (common operating picture) through voice and shared 
visual imagery

• Uses this communication environment to put  soldiers in the fi eld into immediate 
access with specialists, resources and assistance

• Provides mapping informatics immediately accessible through touch
• Provides 3D simulation and representation of historical space for mission rehearsal 

and preparation

A key aspect of SA is projection, or the ability to take experience and current infor-
mation and create a clear course of action (COA). iARM helps soldiers achieve this 
goal.

What is New About This Approach?

1. iARM addresses issues identifi ed with a previous augmented reality system 
designed to deliver information to the dismounted warfi ghter, BARS, or Battlefi eld 
Augmented Reality System. iARM addresses the three key issues of concern 
identifi ed with the BARs system in  ‘Mobile & Augmented Reality: Application and 
Human Factors Evaluations’ (Livingston, Brown, Julier & Schmidt, 2006):

• Information Filter System: 
   iARM will isolate and highlight items of interest to the individual from the database 

of all that could be graphically shown
• Representation of Depth: 
   iARM will communicate depth in an intuitive, natural manner
• Collaborative Mechanism System: 
   While BARS used a system organized by channels, iARM creates a common set of 

information so one user can see other’s positions and current paths in real time.

2. iARM’s technology is designed as an extension, not an accessory. It avoids creep-
ing featurism on an already limited visual landscape and the soldier’s personal, 
physical real estate. Technology is embedded in the current physical gear of a 
soldier without adding bulk, clutter or discomfort that could slow or impede normal 
functioning.

3. iARM addresses information challenges presented by current technologies 
through:

• Access to large data sets
• Intensive process servers continuously update providing real-time visualizing data

o e.g. images from individual team members can be stitched together to provide 
a coherent ground truth

iARM as a SolutionThe Problem iARM is Addressing Past experiences can infl uence decision making by distorting information due to 
bias, which can arise in several possible forms: 

• a selective search for evidence
• the tendency to accept the fi rst alternative that works
• an unwillingness to change, the habit of screening out information one does not 

think is important
• wishful thinking
• placing more information on the most recent information
• the willingness to believe what has been told most often
• initial information that is allowed to shape the view of subsequent information
• peer pressure to conform
• source credibility bias
• the tendency to underestimate future uncertainty

The non-stationary environment of the present can also distort decision mak-
ing through its effect on the fl ow and intake of information. This can result in not 
gathering necessary information, problems perceiving key information and failure to 
communicate needed information. As information distortion causes the perception of 
a current situation to become unstable, SA is reduced, comprehension is reduced, 
and the individual soldier or group becomes unable to project proper outcomes. This 
degrades decision making,  which increases risk and affects the ability to achieve a 
particular objective. 

iARM reduces the distorting effects of bias and poor information fl ow by creating 
better Group SA. Facilitating the sharing of rich information results in collaboration 
and greater group understanding. The resultant COP leads more clearly to an agreed 
upon COA and thus better, quicker overall decision making.

Current technologies developed to enhance SA and resultant DM  cause more com-
plexity, work, distraction and risk for military personnel in their daily assignments in 
contested cultures, while providing little relevant data/value and detracting valuable 
attention from decision making.

iARM will address four challenges found in current technologies to create better 
information fl ow:

• Slow serial inaccessibility and inaccurate primary memories and perspectives from 
a collective standpoint that lead to stress and poor decision making

• Context-ignorant informatics mapping that results in obscuration and/or delay of 
key environmental data and possible increased risk of harm

• Hand held devices that distract from environmental observation by forcing military 
personnel to focus on the device rather than the environment, which may increase 
the risk of harm

• Systems that don’t learn over time resulting in slower and less accurate decision 
making than those that do.
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iARM as a Solution (continued) • A head mounted display that minimizes real world view obstructions while allowing 
soldiers to record and share data and locate specifi c environmental detail through 
‘painting’

• Real-time processing that receives data from individual processing units to build a 
collective memory data base 

• 3D simulation drawing upon a historical image record

What Data, Results, Theory Supports iARM Success?

The development of iARM features and functions was informed by data and insights 
arising from cognitive and perception/performance research. This guided and sup-
ported fashioning means of increasing attention to enhance SA while decreasing 
memory load.

Feature: 3D Simulation
Spatial attention as a rehearsal mechanism for working memory has been shown to 
increase visual processing effi ciency (Awh, Jonides, Reuter-Lorenz, 1998). Further, 
the use of a representation of remembered space has been shown to enhance the 
processing of real space (Awh, Jonides, 2001).

Feature: Highlighting threats and ‘friendlies’ through ‘painting’ while also de-
creasing memory load
Experiments using spatial information cues (yellow crosses) in orienting attention 
enhanced and facilitated the retrieval of relevant detail and inhibited irrelevant dis-
tracters while actually relieving stress on working memory (Lepsien, Griffi n, Devlin, 
Nobre, 2005). Other supporting research explored the nature of attention and how 
it draws upon the functional neuroanatomy of basic sensory processes, highlighting 
the power of visual cues on attention (Nobre, Gitelman, Dias, Mesulam, 2000). 

Feature: Visual Marking to Convey New Situational Data
Explorations of the neural mechanisms of visual marking have highlighted the ef-
fi cacy of visual marking to contrast between new and old data and ease search and 
response preparation (Pollman, Weiden, Humphreys, Olivers, Muller, Lohman, Wig-
gins & Watson, 2003).

Features in Total: How Much Is Too Much?
This very recent study explores the effect of frequent shifts on attention itself, seek-
ing to determine whether frequent shifting of attention has a weakening effect. Using 
visual based experiments, the study did not fi nd weakening of attention control and 
in the end re-affi rmed the fl exibility of the attention control system and its ability 
to rapidly and fully adopt new settings and abandon old settings (Lien, Ruthruff & 
Johnson, 2010).

Additionally, iARM development used the cognitive continuum of information pro-
cessing modes model (CCI) as a guide to bringing together system data and human 
perception in an augmented environment. CCI connects rational and intuitive models 
and looks for the degree of congruence between task properties and information 
processing strategies. It was infl uential in the development of the iARM scenario.

 Tanagram transformed its research and fi ndings 
into the following scenario which presents a 
combat situation involving two infantry squads in Af-
ghanistan. 

The mission includes complex terrain, hostile ene-
mies and the coordination of two squads to achieve 
the mission.

It demonstrates how iARM fulfi lls its objectives of 
improving decision making through increased situ-
ational awareness and reduced cognitive load dur-
ing times of duress.

An appendix analyzes each key frame to show the 
effect iARM has on both the SA level and CCI mode 
during each step of the action.
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Somewhere in a contested urban environment two squads are trying to meet up to achieve their tactical objective . . 

What You See What iARM Sees
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Alpha Squad
5th Company
Bucket
Spur
Rocko
Demo
Slick
Squeaky
Koko
Jake
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Two squads of soldiers are re-entering the heart of an urban, 
residential area which had been cleared once, but within six 
weeks has again become the scene of signifi cant insurgent 
activity. The mission is to clear a four block area of all inhabit-
ants.
• The neighborhood is densely packed, with buildings ranging 

from one to six stories. 
• Debris and broken down cars litter the streets. 
• Civilians may still be in the area.
• iARM is constantly pulling in the most relevant historical 

proximal information, highlights recent changes and dis-
plays a hierarchy of risk and prioritization.

• iARM continuously provides access to the latest resource 
availability (tanks, helicopters, planes, etc...) in terms of its 
availability for deployment.

Before departing on their mission, the two squads engage 
in a planning session in which they use iARM to “walk 
through” the urban terrain they are about to enter. Combin-
ing stitched images and video, iARM provides the squads 
with a photographic, 3D tour of the new terrain. This allows 
them to discuss and clearly identify anticipated trouble 
points and to visually think through the mission. 

The squads enter the area from opposite ends of the main 
street, with the goal of meeting in the middle to establish 
a perimeter. iARM confi rms their rendezvous point and 
represents it visually. It automatically “paints” both squads, 
identifying each soldier by call sign to aid in identifi ca-
tion and tracks locations of fellow squad members via a 
Geo-Locator. iARM also continuously monitors vital signs of 
each member of the team. 

One soldier from the squad entering the street from the 
north is sent up onto the roof of a 6-story building to 
establish a live overhead view of the area surrounding both 
squads. The view streams into iARM. He paints points of 
interest and validates tagged historical data, especially not-
ing physical changes (e.g. buildings, walls) which may have 
occurred since the proximal data was last updated. 

iARM also tracks and provides the location of each soldier 
continuously.                  

Known and possible reds are mapped to plot a weapon 
effectiveness overlay. 

Insurgents begin fi ring sporadically.

Members of each squad use voice commands and hand 
gestures to update iARM, often by painting dangerous loca-
tions, to sharpen the picture for everyone of the immediate 
threats each squad member faces. 

Soldiers under fi re are able to update iARM through ‘head 
point’ actions which keep their hands free. iARM continu-
ously weaves together these individual inputs to provide 
collective group SA. 

1

2

3

4

5

6
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Name of section
As one soldier from the southern squad approaches the 
opening to an alley, an Afghan woman steps into the alley 
from a doorway. Her hands are up. She appears to be 
shouting in Pashto.

Based on this soldier’s individual SA, each member of the 
southern squad has been alerted to an increased level of 
danger in the area, enhancing group SA. 

A soldier from the northern squad throws a hand drone 
into the air to enhance the perspectives iARM provide the 
squads as they proceed.

Fire becomes heavy, pinning down the squad entering from 
the south.

As the soldiers on opposite sides of the street await tank 
support, iARM uses perspective comparison to enhance 
their identifi cation of the source of fi re. The soldiers confi rm 
the source of fi re as a sequence of third fl oor window. They 
use gestures, including rifl e-points, to paint them.  

Since presence of civilians was known at the outset, 
Support has been monitoring each soldier through iARM 
to provide translation and cultural support. The cultural 
specialist determines that she is saying “Do not shoot,” in 
the southern Pashto dialect spoken in an area known to 
host insurgents. The cultural specialist weighs the risk and 
determines the woman may be aligned with the enemy. 
The soldier follows the protocol for a dangerous situation, 
alerting her to remain still, using a phrase provided by the 
cultural specialist. He then asks the squad leader for the 
assistance of another soldier from the squad. A visual tag of 
the woman input into iARM triggers a cross-matching with 
the insurgent database. 

Since the TOC has been following progress of both squads 
through iARM, which includes the perspective of the hand 
drone, they can come to a rapid decision when contacted 
by the southern squad leader. The TOC decides to dispatch 
a tank to deal with the concentration of insurgent fi re. 

7

8

9

10
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They precisely target the exact source of insurgent fi re for 
the tank crew as it approaches, highlighting the RPG. iARM 
seamlessly makes this immediately available to all soldiers

The southern squad continues and links with the northern 
squad. Together, they surround a mosque housing the 
last insurgents in the four block area that comprises the 
mission. It is a three story structure that has sustained little 
damage. 

After the tank crew targets the fi re source and eliminates 
the insurgents and RPG, the southern squad proceeds 
down the street to assist the northern squad. Through a 
thumb-pinch movement, the squad leader engages iARM 
to produce a detailed, virtual map of the two-block area 
they are entering. The southern squad decides to hug the 
western side of the street as they proceed north.

Insurgent fi ring increases on the northern squad. iARM 
seamlessly incorporates input of the Northern soldiers 
regarding the location, intensity and direction of this 
heavier fi re. 

11

12

13

14
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In order to clear it and complete the mission, the squad 
leader uses the same thumb-pinch movement to access 
a virtual fl oor plan of the mosque from iARM. This orients 
them to the mosque’s layout and environment. By identify-
ing closed spaces and areas of greatest potential danger, 
a strategic entry can be planned to provide the greatest 
safety. 

Team Vital Signs indicates a soldier, Spur, has been injured 
during this increased level of combat. 

The squads proceed to clear the building and complete the 
mission.

“The integration of passive (receive information) and 
active robotic sensors (send some form of informa-
tion) are now working together to sense, recognize, 
categorize and understand objects, their meaning 
and the context of the environment.”

P.W. Singer

15

16
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iARM Scenario Anotations with Situational Awarness 
(SA) levels,  Cognitive Continuum Index (CCI) levels, 
& Proposed Features and Functions 

SA: Course of Action: (Visualization) Projection 
> right decision for effective COA

Supports Group SA

Justifi cation: Deep visualization of terrain before entry 
increases thoroughness of the mission rehearsal by the 
squads.

CCI Mode: Analytical

Features/Functions: COP MAINTENANCE: 
Image Stitching; Temporal Visualization 

COLLECTIVE PERCEPTION: Collaboration

SA: Course of Action: (Visualization) Projection > right 
decision for effective COA 
Supports Group SA
Justifi cation: Painting each soldier speeds and enhanc-
es future identifi cation by location of squad members 
during the mission. Visualization of rendezvous point 
confi rms COA during mission.
CCI Mode: Intuitive
Features/Functions: INPUT MODES: Image Correlation 
Positioning, Bio-Sensor 
REAL TIME PROCESSING: Environmental Painting; 
Geolocation 

SA: Common Operating Picture (Data Model + Visualiza-
tion) Comprehension > fi lter content for effective COP  / 
Supports Group SA
Justifi cation: From this location, iARM creates a common 
vantage point that summarizes  in-coming data to visual-
ize the situation that faces the group. 
CCI Mode: Intuitive
Features/Functions: REAL TIME PROCESSING: TDP 
‘Radar’ Rendering 

SA:(Data Input/Data Delivery) Perception > fi lter content 
for effective SA / Supports Group SA
Justifi cation: iARM visualizes vetted historical and current 
data to create an on-going picture of situational factors 
affecting the group.
CCI Mode: Analytical
Features/Functions: PROFILE STORAGE: Historics / Tags 
REAL-TIME PROCESSING: Environmental Painting; 
Environmental Processing; Geolocation 

SA: Course of Action: (Visualization) Projection > right 
decision for effective COA /  Supports Group SA
Justifi cation: Visualizing historical and current assess-
ments, iARM speeds planning and clarifi es communica-
tion  to the group.
CCI Mode: Quasi-Rational
Features/Functions: PROFILE STORAGE: Int Tags Priority 
REAL TIME PROCESSING: Geolocation 

SA: (Data input/Data delivery) Perception > fi lter content for effective SA  

Supports Individual SA which in turn contributes to Group SA

Justifi cation: Simple, adaptable input methods let each soldier contribute his/her individual assessments to create 
a  collective perception of the group.

CCI Mode: Quasi-Rational

Features/Functions: 

INCIDENT CAPTURE AND STORAGE: Location; Details; Vector 

INPUT MODES: Head Point; Gesture Recognition; Voice Command

COLLECTIVE PERCEPTION: Collaboration
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Name of section

SA:  Common Operation Picture (Data Model + Visualiza-
tion) Comprehension > fi lter content for effective COP / 
Supports Group SA

Justifi cation: iARM combines perspectives ranging from 
the individual soldier’s street-level view to the top-down, 
eye-in-the-sky of a drone to allow a full assessment of the 
situation facing the group. 

CCI Mode: Quasi-Rational Mode

Features/Functions: REAL-TIME PROCESSING: Environ-
mental Comparison; Geolocation

SA: COP (Data Model + Visualization) Comprehension to 
COA (Visualization) /  Supports Group SA

Justifi cation: iARM has been providing the TOC real-time 
access to all data sources as they monitor the progress 
of the squads. The system helps the TOC make a more 
thorough assessment and decide that the squad needs 
the assistance of a tank.

CCI Mode: Analytical

Features/Functions: COLLECTIVE PERCEPTION: Strategic 
Resource

SA: Common Operating Picture (Data Model + 
Visualization) Comprehension to (Visualization) 
Projection / Supports Group SA

Justifi cation: Based on their locations, the soldiers 
have different assessments in identifi ng the source 
of fi re. The system lets them compare and confi rm 
their perspectives visually.

CCI Mode: Quasi-Rational

Features/Functions: 

OUTPUT HARDWARE: AR Stereo Video, Spatial 
Audio (via headset)

INPUT HARDWARE: Throat Microphones, Stereo 
Optic Camera

REAL-TIME PROCESSING: Environmental Compari-
son; Gesture Selection & Painting

COP MAINTENANCE: Temporal Visualization, 
Temporal Comparison

SA: COP (Data Model + Visualization) Comprehension 
to COA (Visualization) Projection 

Supports Group SA

Justifi cation: The mosque is a well known building and 
iARM has access to its fl oor plan. This provides valu-
able insight for planning an entrance to a complex and 
dangerous interior. 

CCI Mode: Quasi-Rational

Features/Functions: COP Maintenance: Temporal 
Visualization

INPUT MODES: Image Correlation Positioning

SA: COP (Data Model + Visualization) Comprehension 
> fi lter content for effective COP /

Supports Group SA

iARM has also been monitoring the pulse, blood 
pressure and respiration of each soldier. Changes to 
the baseline dots call attention to any casualties within 
the squad.

CCI Mode: Intuitive

SA: Course of Action (Visualization) Projection > right 
decision for effective COA /

Supports Group SA

Justifi cation: Squad leader is able to draw block-level data 
from iARM to plan his advance. 

CCI Mode: Quasi-Rational

Features/Functions: PROFILE MATCHING: Geolocation 
Recognition

COP MAINTENANCE: Temporal Visualization

SA: Common Operating Picture: (Data Model + Visualiza-
tion) Comprehension fi lter content for effective COP /
Supports Group SA 

Justifi cation: As the southern squad proceeds north 
into new terrain, iARM provides them with the northern 
squad’s assessment through a visual summary. The 
system uses color to locate and assess threat, thus im-
mediately orienting the southern squad.

CCI Mode: Intuitive

Features/Functions: INCIDENT CAPTURE AND STOR-
AGE: Location, Details, Vector

REAL TIME PROCESSING: Incident Capture

SA: COP (Data Model + Visualization) Comprehension to 
COA (Visualization) Projection

Supports Group SA

Justifi cation: The system facilitates agreement on the exact 
location of hostile fi re (Comprehension) and then directs 
the tank’s course of action by clearly identifying the target 
visually. (Projection)

CCI Mode: Quasi-Rational

Features/Functions: 

PROFILE MATCHING: Geolocation Recognition 

REAL TIME PROCESSING: Collaboration (team); Gesture 
Selection & Painting

COLLECTIVE PERCEPTION: Collaboration

SA: COP (Data Model + Visualization) Comprehension to 
COA (Visualization) Projection Supports Individual SA

Justifi cation: iARM increases information fl ow and col-
laboration with specialists at the TOC. They are able to 
monitor the mission through the cameras worn by each 
soldier. In this case, the system allows the cultural spe-
cialist to provide real-time guidance to the soldier. 

CCI Mode: Quasi-Rational

Features/Functions: 

INPUT HARDWARE: Stereo Optic Camera; Throat 
Microphone 

COLLECTIVE PERCEPTION: Collaboration,  Cultural 
Specialists, Strategic Resources, Translation Resources, 
Monitoring Assistance, Concierge

SA: (Data Input/Data Delivery) Perception > fi lter 
content for effective SA / 

Supports Group SA

Justifi cation: iARM immediately sends a visual as-
sessment of the situation to all squad members.

CCI Mode: Intuitive

Features/Functions: 

REAL-TIME PROCESSING: Collaboration; Environ-
mental Painting 

SA: Course of Action (Visualization) Projection>right deci-
sion for effective COA /

Supports Individual SA

Justifi cation: While the rest of the squad proceeds with 
the mission, iARM helps the squad leader identify the sol-
dier best positioned to assist soldier with Afghan woman. 
The system has also begun a database search to aid in 
determining whether the woman is a known insurgent.

CCI Mode: Quasi-Rational

Features/Functions: REAL-TIME PROCESSING: Incident 
Capture

COP MAINTENANCE: Profi le Geolocation 

COLLECTIVE PERCEPTION: Strategic Resources
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The Phase 2 Goal is to design, create and test an iARM proto-
type. Two objectives support this goal: fi rst, the validation of the 
conceptual model and design strategy, followed by the creation 
of the prototype and test.

This section provides a statement of work outlining the se-
quence of tasks which would occur based on an approval to 
proceed into iARM prototype development and testing.

2. Phase 2 Plan
Objective One: Validate Conceptual Model and Design Strategy

• Task 1: Contextual Inquiries in a Naturalistic Environment
   Perform the Field Observation which had been proposed for Phase 1, but was not 

able to be accomplished due to troop deployment schedules. Observing a squad in 
a relevant environment, including: 

o Access to fi eld soldiers at the squad level during unclassifi ed but realistic fi eld 
activities.

o Viewing of a test mission by a platoon of foot soldiers in a realistic fi eld training 
environment over the course of two to three days. Observation to include how the 
team prepares, behaves, how gear is used, what technology is currently integrated 
into that gear and the debriefi ng process.

o Observation of debriefi ngs should occur at the squad leader, company and brigade 
leader levels.

o Based on the mission protocol and how archetypal the mission and debriefs are, 
observation of 2-3 missions may be required in order to achieve a proper baseline 
mission model. 

o Observation will also include time with soldiers to discuss what equipment, re-
sources and processes are used to prepare for complex environments. Discussion 
would also include issues related to on the spot decision making to identify what 
information is most valuable. An important output will be to identify the information 
delta between the current state and desired state to make faster, more actionable 
decisions.

o Observation will also include a visit to a Tactical Operations Center (TOC) at the 
Brigade level to understand their information fl ow and how the communicate down 
the chain of command.

Proposed Goals and Objectives

Initial Description of Phase 2
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Proposed Goals and Objectives (continued) Proposed Performance Metrics Task 4: Create IRB Human Subjects Research Package
The Proposed Testing Environment will be modifi ed and Preliminary Metrics will 
be refi ned based on Task 1 Observation insights. An IRB approved test plan will 
be produced incorporating these revisions into a summary plan covering protocols, 
recruiting specifi cations, task objectives, and refi ned metrics.

Task 2: Refi ne Contextual Model / Design Strategy
Based upon Task 1 learning, the Phase 1 Contextual Model and Design Strategy will 
be refi ned through the application of real world insights. 

Task 3: Create iARM Prototype – What We Want to Build
Our fi rst step in creating iARM will be to develop the back-end infrastructure, the 
operating system that will collect and process the data.  Phase 2 will focus on creat-
ing a platform that works in a squad environment, a system that takes data inputs, 
processes them, and stitches together imagery – making all the connections of 
information required to create the iARM data model. The goal of Phase 2 is to create 
and deliver the iARM data model to users in an operational environment using com-
modity client stack technology.

Since iARM’s real strength is in building Group SA from the squad level all the way 
to the TOC, delivering on this Phase 2 goal requires that the system engages with the 
global information grid. This means that the system not only allows individuals and 
groups of soldiers to interact with the data, but also allows others further up the com-
mand chain to be put in touch with this squad-level data in real time.

From an engineering point of view, the anticipated end result of Phase 2 is a server 
stack at the TRL-6 level, which is defi ned  as “a representative model or prototype 
system, which is well beyond that of TRL-5, tested in a relevant environment. “

The server stack is the priority of Phase 2 because it is the foundation and core com-
ponent of the system. It is the multi-dimensional engine that drives iARM. Since the 
client stack is separate from the server stack, at this stage we will demonstrate the 
system using a hardware platform that is not fi nal. Many commodity hardware imple-
mentation devices are available that can be used to demonstrate that the Phase 2 
server stack will process data and imagery taken from an operating environment to 
create the iARM data model. 

The hardware platform selected at this stage for demonstration will use existing soft-
ware technologies to enhance the fl ow of information, including but not limited to:

• Human gesture recognition
• Human face/body detection
• Facial recognition
• Physical diagnostics monitoring
• 3D Model Maintenance / Visual painting overlay photo stitching

In Phase 2 we will develop a modular server stack that takes full advantage of 
technologies that exist today. Our Phase 1 analysis identifi ed the elements of this 
stack that are ready today in a commodity form and can be integrated immediately, 
and those that will require development through specialty build and/or some level of 
customization:

Persistence Stack

Image Storage Commodity

3D Render Storage Commodity

Floor Plan Storage Commodity

Intelligence Storage Commodity

Human Location Storage Commodity

Asset Relocation Daemon Specialty / Semi-Custom

Message Routing Stack

Message Router Specialty / Semi-Custom

Section : Asset Retrieval

Client Asset Retrieval Specialty / Semi-Custom

Geo-Location Asset Identification Specialty / Semi-Custom

Contextual Asset Identification Specialty / Semi-Custom

Message Processing Stack

Section : Visual Processing

Image Stitching Software Commodity / Mild-Customization

Facial Recognition Software Commodity 

Object Recognition Tagging Software Commodity / Mild Customization

Section : Commmunication

Peer-to-Peer Communication Router Specialty / Semi-Custom

Peer-to-Superior Communication Router Specialty / Semi Custom

Where possible we will lead with a horizontal scaling strategy in the development of the 
server stack. For the Visual Processing, Asset Retrieval and Communication Stacks, we 
will pursue a Many Node Scalable approach, including Sharded / Data Partitioning for 
the Persistance Stack. Using  a horizontal scaling approach by adding more units to 
the system adds redundancy while adding capacity, thus providing a critical factor of 
reliability to the iARM system.
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Name of section
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Name of section

Proposed Phase 2 Testing Environment
iARM should be tested in an setting that simulates a contested environment. Goals will 
be established for two teams that approximate tasks described in the scenario. One 
team will be outfi tted with iARM, one team will not. Each team will seek to accomplish 
tasks which will stress assessment, identifi cation, collaboration and effective action.
Four factors will be measured in the rating of task accomplishment:
1. Level of SA: Each task will be assigned a value based on the level of SA it requires:
• (Data input/Data Delivery) Perception > fi lter content for effective SA
• (Data Model + Visualization) Comprehension > fi lter content for effective Common 

Operating Picture
• (Visualization) Projection > right decision for effective Course of Action
2. Contribution to Individual or Group SA: Achievement of Group SA receives a higher 

value
3. Decision Making and Effective Action: Based on task accomplishment and time 

required
4. Achievement of the Mission: This will be weighted as the most important factor, but 

will require successful accomplishments across Factors 1-3

Actual performance metrics will be informed by Field Observation. 
Measurement will contrast the performance of teams against assigned tasks with and 
without iARM technology. The following factors will be added to and/or modifi ed based 
on Field Observation.
% Time to Complete Task
% of Task Complete
% Error Rate
% Diffi culty
% Object Recognition and Error Rate
Reaction Time

Task 5: Test Plan Execution
The test will be executed based upon this protocol that defi nes the execution of a task 
analysis based on revised scenarios using the new prototype.

Task 6: Summary of Findings
A fi nal report will be generated summarizing successes and fi ndings. This will be deliv-
ered with a presentation that will narrate the project fl ow and illustrate various portions 
of the execution.
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Resources

Current Resources List PDF Files

Military Medical Research on Cognitive Performance : The Warfi ghter’s 
Competitive Edge

Joint Tactical Radio System as part of the Joint Program Executive Offi ce

Surface and Depth Task Characteristics both Affect Cognitive Mode (Abstract) : 
Dunwoody et. al.

Sharing Situational Awareness in a Marine Corps Command Post (Abstract) : 
Proctor et. al. 

Disruptions, Interruptions, and Information Attack: Impact on Situational Awareness 
and Decision Making : Endsley et. al.

Situational Awareness Oriented Design : From User’s Cognitive Requirements to 
Creating Effective Supporting Technologies : Endsley, et. al.

PC-Based Tools to Improve Infantry Situation Awareness : Strater, et. al

Improving SA : Training Challenges for Infantry Platoon Leaders : Strater, et. al.

Impacts of Technology and Situation Awareness on Decision Making : Operational 
Observations from National Weather Service Warning Forecasters During the Historic 
May 3, 99 Tornado Outbreak : Quoetone, et. al.

Impact of Naturalistic Decision Support on Tactical Situation Awareness : 
Morrison, et. al.

Digitally Enhanced Situation Awareness : An Aid to Military Decision-Making : 
Holmquist, et. al.

Testbed for Evaluating Tactical Situation Awareness and Decision Making : 
Guerlain, et. al.

Department of Defense Common Interface Symbology (MilStd-2525B, 1999)

An Augmented Reality System for Military Operations in Urban Terrain : 
Livingston, et. al.

The Recognition-Primed Decision Model, Ross, et. al.

Information Use and Early Warning Effectiveness : Perspectives & Prospects :
Chun Wei Choo

Problems for Judgement & Decision Making, R. Hastie

Army Field Manual 1

Psychophysical Assessments of Image-Sensor Fused Imagery, Krebs, et. al.

Training Wayfi nding: Natural Movement in Mixed Reality, Savage et. al.

Department of Defense Common Interface Symbology (MilStd-2525B, 1999)

An Augmented Reality System for Military Operations in Urban Terrain. 
(Livingston, 2002)

Mobile & Augmented Reality: Applications & Human Factors Evaluations 
(Livingston, 2006)

Situation Awareness for Teams of Dismounted Warfi ghters & Unmanned Vehicles 
(Livingston 2006)
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Modern Approaches to Augmented Reality: 
Oliver Bimber and Ramesh Raskar – 2006

 A Look at the Pentagon’s Five Step Plan For Making Iron Man Real – Singer – 2009

Cognitive Performance in Operational Environments (Russo, 2005)

The State of the Art and the State of the Practice: Improving Platoon Leader SA with 
Unmanned Sensor Technology (Bowman & Kirin: 2006)

Cognitive Representations of Battlespace Complexity : Six Fundamental Variables of 
Combat (Cook, Leedom, Grynovicki, Goilden : 2000)

Journal Papers
“Rehearsal in Spatial Working Memory” Edward Awh, John Jonides and Patricia A. 
Reuter-Lorenz. Journal of Experimental Psychology 1998, Vol 24, No 3

“Overlapping Mechanisms of Attention and Spatial Working Memory” Edward Awh 
and John Jonides. Trends in Cognitive Sciences 2001, Vol 5, No 3

“Directing Spatial Attention in Mental Representations: Interactions Between Atten-
tional Orienting and Working Memory Load” Joran Lepsien, Ivan C. Griffi n, Joseph T. 
Devlin and Anna C. Nobre.  NeuroImage Vol 26, 2005

“Covert Visual Spatial Orienting and Saccades: Overlapping Neural Systems” A.C. 
Nobre, D.R. Gitelman, E.C. Dias, and M.M. Mesulam. NeuroImage Vol 11, 2000

“Separating Distractor Rejection and Target Detection in Posterior Parietal Cortex 
– An Event Related fMRI Study of Visual Marking” S. Pollman, C.W. Weiden, G.W. 
Humphreys, C.L. Olivers, K. Muller, G. Lohman, C.J. Wiggins, D.G. Watson. NeuroIm-
age Vol 18 (2), 2003

“Attentional Capture With Rapidly Changing Attentional Control Settings” Mei Ching 
Lien, Eric Ruthruff and James C. Johnson. Journal of Experimental Psychology: Hu-
man Perception and Performance Vol 36, Issue 1 2010

“The Coming Technological Signularity: How to survive in the Post-Human Era.” 
Vernor Vinge

“Impaired Memory Retrieval after Psychosocial Stress in Healthy Young Men” 
Sabrina Kuhlmann, Marcel Piel, and Oliver T. Wolf. The Journal of Neuroscience, 
March 16, 2005, 25(11):2977-2982

“Stress and Cognition: A Cognitive Psychological Perspective”, Lyle E. Bourne, Jr. 
and Rita A. Yaroush, February 1, 2003, pages 95-96.

Resources (continued) Resources (continued) PPT’s
Military Decision Making Process: Brigade Command & Battle Staff Training

Books
“Wired for War: The Robotics Revolution and Confl ict in the 21st Century.” 
(Singer, 2006)

“The Agile Organization: From Informal Networks to Complex Effects & Agility” 
(Moffat and Atkinson, 2002)

Magazines
Time Magazine, The War Up Close, Oct. 12, 2009
New Scientist, Contact Lenses to et Built-In Virtual Graphics, November 12, 2009

Newspapers
Stanley McChrystal’s Long War, New York Times, 10.04.09
Afghan Push Went Beyond Traditional Military Goals, New York Times, 2.19.10
Snipers Imperil U.S.-Led Forces in Afghanistan Campaign, New York Times, 2.18.10
Attack Gives Marines a Taste of War, New York Times, 2.13.10
A Well Written War, Told In First Person, New York Times, 2.8.10
Patients Delivered ‘Vegetative’ Signal Yes or No, New York Times, 2.3.10
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Resources (continued) Resources (continued) Images
http://waronterrornews.typepad.com/home/ 
(Current images from Iraq and Afganistan)

http://www.britishgaming.co.uk/tag/call-of-duty-4-modern-warfare/ 
(Call of Duty screenshots)

Videos
http://www.youtube.com/watch?v=M1pr683SYFk (singer)

Websites
Joint Tactical Radio System as part of the Joint Program Executive Offi ce
http://jpeojtrs.mil

MIT’s Institute for Soldier Nanotechnologies (ISN)
http://web.mit.edu/isn/

How the Future Force Warrior Will Work
http://science.howstuffworks.com/ffw.htm

Future Force Warrior (FFW) – U.S. Army Natick Soldier Center
http://www.natick.army.mil/soldier/wsit/

Army Chain of Command (Organization)
http://usmilitary.about.com/od/army/l/blchancommand.htm

U.S. Army’s Future Combat Systems (FCS) program Private
www.fcs.army.mil

Assistant Secretary of the Army for Acquisition, Logistics & Technology (ASAALT)
https://www.alt.army.mil/portal/page/portal/oasaalt

Offi ce of the U.S. Army Deputy Chief of Staff, G8
https://www.g8.army.mil/index.html

Army Capabilities Integration Center (ARCIC)
http://www.arcic.army.mil/

Future Force Integration Directorate (FFID)
https://www.fcs.army.mil/ffi d/index.html

Information on iRobot and their Military Robot Platforms
www.irobot.com

Elaboration on Military Intelligence
Source : http://en.wikipedia.org/wiki/Military_intelligence

Military developing robot-insect cyborgs
www.msnbc.msn.com/id/31906641/ns/technology_and_science-science/

Defense Acquisition Guidebook
https://acc.dau.mil/dag

Technology readiness level
http://en.wikipedia.org/wiki/Technology_readiness_level
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